Quick Reference Guide - To SET UP an Adobe Digital Signature ID
Version 02/10/2011

These instructions are based on Adobe Acrobat Pro 7.0.5 and may not be applicable to other versions.

0) This guide will typically only be used once by a particular person.  Subsequent digital signatures may be applied according to the instructions in the “Quick Reference Guide for ROUTINE Adobe Digital Signatures.
1) This process assumes that a person is authorized to sign documents based on the person’s title, or the person has been delegated to sign documents for the authorized person.
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2) Open Adobe Acrobat Professional. 
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3)  Select Advanced -  Security Settings
[image: image3.png]B | DigtaliDs {54000 [ Remove D (= Export Certicate. "¢ SetDefaut ~ [ Certifcate Detas 3 Refresh
Dt 0 Fies e == | Storage Mecharism =
Weckws gkl 05
PKCS11 Hckdes and

Directory Servers
Time Stemp Servers
‘adobe Polcy Servers

Manage My Digital IDs

“This i alst of the Digital IDs that are available for your use on this computer. Digital IDs are
private and should not be shared. They are used when you create a digitl signature or when you
decrypt documents that are encrypted for you using Certificate Security.

Each Digital ID has a corresponding public certificate which contains identifyine information




4) Select Add ID.
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5) Click Create a Self-Signed Digital ID.  Click Next.
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6) This will appear.  Click Next.
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7) Select New PKCS#12 Digital ID file.  Click Next.
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8) Fill in the first four fields.  Organizational Unit is Optional for Contractors.  Click Next.
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9)  Typically, you will accept the filename that is automatically provided.  Fill in a Password and put the same value in Confirm Password.  Be certain to remember the password or record it in a secure location.  Click Finish.
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Manage My Digital IDs

“This i alst of the Digital IDs that are available for your use on this computer. Digital IDs are
private and should not be shared. They are used when you create a digitl signature or when you
decrypt documents that are encrypted for you using Certificate Security.

Each Digital ID has a corresponding public certiicate which contains identifying information
about you and which you can share with others. This certiicate is used by ofhers to encrypt
documents for you, or to verify your digial signatures. Select one of the eniries above and click
Certificate Details to view information from your certiicate. Use Zxport to share your
certificate with others

Use Set Default to set or clear which Digital ID s used by default when you sign or encrypt
documents. Use Add ID to add a new Digital ID or to find an existing Digital ID and add it to this
view. Use Remove D to permanently remove a Digital ID from this it and wherever it is stored.





10) Close the Security Settings window with  the X box in the upper right corner.

You now have a Digital ID.  See the Quick Reference Guide “for an INITIAL Adobe Digital Signature”.

